ATM AVAILABILITY

Analysis of Technical Risks
and Attack Vectors
Targeting ATMs

Automated Teller Machines

A comprehensive risk framework for financial institutions,
ATM manufacturers, and independent deployers. Physical
and logical attack vectors, a structured risk matrix, and best-
practice mitigations across physical, logical, network and

procedural domains.

Companion volume: the ATM Security Capability Maturity Worksheet,
for benchmarking your current posture and planning targeted

improvements.

William Friend

2026-09-04

© William Friend / ATM Availability - Built 2026-09-04 Page 1 of 26




Contents

Executive Summary 3

1 Introduction 4
2 ATM Ecosystem Overview: Architecture and Vulnerabilities 5
2.1 Hardware Components 5

2.2 Software Components 5

2.3 Network Architecture 6

2.4 Transaction Flow 6

2.5 Inherent Vulnerabilities 6

3 Physical Attack Vectors and Risks 8
3.1 Vandalism and Low-Level Tampering 8

3.2 Device Manipulation (Data/Asset Theft) 8

3.3 Forcible Entry (Safe Breaching) 9

3.4 Ram Raids and Rip-Outs 9

3.5 Explosive Attacks 10

4 Logical and Cybersecurity Attack Vectors and Risks 11
4.1 Malware-Based Attacks 11

4.2 Black Box Attacks 11

4.3 Network Attacks 12

4.4 Transaction Reversal Fraud (TRF) 13

4.5 Backend System Compromise 13

4.6 Software/OS/Firmware Vulnerabilities Exploitation 14

5 Risk Management Framework for ATM Security 16
5.1 Defining Risk Levels 16

5.2 Mapping Attacks to Risk Levels 17

6 Mitigation Strategies and Best Practices 19
6.1 Physical Security Controls 19

6.2 Logical/Cybersecurity Controls 19

6.3 Data Protection Techniques (Cardholder Data) 21

6.4 Compliance and Standards 21

6.5 Monitoring, Auditing, and Incident Response 22

6.6 Mitigation Techniques Matrix 22

7 Conclusion 25
Further Reading 3

© William Friend / ATM Availability - Built 2026-09-04 Page 2 of 26



Executive Summary

Automated Teller Machines remain a cornerstone of retail banking infrastructure, providing around-
the-clock access to essential financial services for millions of consumers worldwide. However, the very
ubiquity and critical role of ATMs make them high-value targets for an increasingly diverse and
sophisticated range of criminal attacks. The threat landscape now spans the full spectrum from brute-
force physical assaults -- including ram raids, explosive attacks, and safe breaching -- through device
manipulation techniques like skimming and shimming, to advanced logical and cyber intrusions such
as malware-driven jackpotting, black box attacks, man-in-the-middle network exploits, and
devastating compromises of backend payment switch infrastructure.

A defining trend in ATM security is the marked shift from predominantly physical attacks toward
increasingly sophisticated logical and cyber intrusions. The migration of ATM platforms to commodity
PC hardware and standard operating systems like Windows and Linux, coupled with greater reliance
on IP-based network connectivity, has significantly expanded the attack surface beyond the physical
safe. Compounding this shift is the democratization of attack tools: sophisticated malware toolkits such
as Cutlet Maker are sold on darknet markets complete with user guides, and standardized physical keys
for ATM service areas can be acquired online. This means that institutions face threats not only from
highly organized criminal syndicates and state-sponsored actors but also from less-skilled individuals
leveraging readily available resources.

Effectively addressing these multifaceted threats demands a comprehensive, layered defense-in-depth
strategy that integrates robust physical security measures with strong cybersecurity controls, specific
cardholder data protection techniques, and rigorous process and governance practices. No single
countermeasure is sufficient; resilience is built through the combined effect of multiple, overlapping
defenses supported by continuous monitoring, regular risk assessment, and adherence to evolving
industry standards such as PCI DSS.

This white paper provides an expert-level technical analysis of the full range of ATM attack vectors,
proposes a structured risk management framework with an illustrative risk matrix for prioritizing
mitigation efforts, details best-practice mitigation strategies across physical, logical, network, and
procedural domains, and is accompanied by a Capability Maturity Worksheet, published separately, to
enable organizations to benchmark their current security posture and plan targeted improvements.
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1
Introduction

Automated Teller Machines (ATMs) represent a cornerstone of modern retail banking, providing
customers with ubiquitous access to essential financial transactions such as cash withdrawals,
deposits, balance inquiries, and funds transfers. Their convenience and 24/7 availability have made
them indispensable. However, this critical role also makes ATMs highly attractive targets for a diverse
and evolving range of criminal attacks. The threat landscape extends far beyond simple vandalism or
physical theft, now encompassing sophisticated logical attacks, network intrusions, and compromises
of backend banking systems.

This report provides an expert-level technical analysis of the physical, logical, and cybersecurity risks
confronting ATMs. It examines the spectrum of attack vectors, ranging from brute-force physical
assaults to complex malware designed for "jackpotting" -- forcing ATMs to dispense cash illicitly -- and
attacks targeting the core transaction processing infrastructure. The financial repercussions of
successful attacks can be substantial, involving direct cash loss, costs associated with data breaches,
operational downtime, and significant reputational damage that erodes customer trust. The objective
of this analysis is to furnish financial institutions, ATM manufacturers, and independent deployers with
a comprehensive understanding of these threats and to propose a structured risk management
framework for effective mitigation.

A notable trend in ATM security is the marked shift from predominantly physical attacks towards
increasingly sophisticated logical and cyber intrusions. This evolution reflects not only the
advancement of criminal capabilities but also the fundamental changes in ATM architecture itself. The
migration towards commodity personal computer (PC) hardware and standard operating systems like
Windows or Linux, coupled with greater reliance on IP-based network connectivity, has significantly
expanded the attack surface beyond the physical safe. While robust physical security remains
essential, it is no longer sufficient. Logical attacks, including malware deployment and "black box"
attacks that bypass the ATM's core computer, directly exploit these software and network
vulnerabilities. Consequently, securing the modern ATM requires a converged approach that integrates
physical security measures with comprehensive cybersecurity controls.

Furthermore, the accessibility of attack tools and methodologies has broadened the threat landscape.
Sophisticated malware toolkits, such as 'Cutlet Maker', are reportedly sold on darknet markets,
complete with user guides, requiring minimal technical expertise from the purchaser. Similarly,
standardized physical keys used to access ATM service areas can sometimes be acquired online. This
democratization of attack capabilities means that institutions face threats not only from highly
organized criminal syndicates or state-sponsored actors but also from less-skilled individuals
leveraging readily available resources. This necessitates defensive strategies capable of addressing a
wider spectrum of attack sophistication and attacker motivations.
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2
ATM Ecosystem Overview: Architecture and Vulnerabilities

Understanding ATM vulnerabilities requires a foundational knowledge of their architecture,
encompassing hardware, software, network connectivity, and the transaction process flow. ATMs
are complex electromechanical systems integrated into larger financial networks.

2.1
Hardware Components
An ATM comprises several key hardware components housed within a secure enclosure:

e Card Reader: Reads customer card data. Modern readers support both magnetic stripes and EMV
(Europay, Mastercard, Visa) chips. This is a primary target for skimming and shimming devices.

¢ Keypad / Encrypting PIN Pad (EPP): Allows users to enter their Personal Identification Number
(PIN) and transaction details. EPPs are designed to encrypt PINs immediately upon entry.

¢ Display Screen: Presents instructions, prompts, and transaction information to the user. Typically
LCD or CRT screens.

e Cash Dispenser: The core mechanism responsible for securely storing and dispensing banknotes.
Often considered the "heart" of the ATM. It includes sensors to count bills accurately.

¢ Deposit Slot: Allows users to deposit cash or checks (on full-function ATMs). Modern ATMs may scan
and validate deposits.

¢ Receipt Printer: Provides users with a paper record of their transaction.

e Safe / Vault: A heavily secured container, typically forming the lower portion of the ATM, housing the
cash dispenser mechanism and cash cassettes. Designed to resist physical attacks.

e ATM PC Core: The central processing unit (CPU) or computer that runs the ATM's software and
controls its peripherals. Many modern ATMs utilize commodity PC hardware, running standard
operating systems.

¢ Network Module: Facilitates communication between the ATM and the bank's host systems or
transaction processors via various network connections.

¢ Security Cameras: Integrated or externally mounted cameras monitor transactions and the
surrounding area.

e Sensors: Various sensors may be included for security, such as vibration sensors to detect physical
tampering or heat sensors to detect tools like drills.

2.2
Software Components
The ATM's operation is governed by a software stack:

e Operating System (0S): Provides the foundational environment. Historically, 0S/2 or RMX were
used, but many contemporary ATMs run versions of Microsoft Windows (e.g., Windows XP, Windows
7, Windows 10/11 IoT) or Linux. The use of standard, sometimes outdated, OS versions presents
significant vulnerabilities.

e ATM Application Software: Manages the user interface (UI), transaction logic (withdrawal, deposit,
inquiry), and interaction flow.

¢ Middleware: Software layers that facilitate communication between the application software and the
ATM's hardware peripherals. A common standard is Extensions for Financial Services (XFS),
designed for multi-vendor interoperability.
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e Security Software: Includes components like antivirus/anti-malware, application whitelisting
software, host-based firewalls, and disk encryption tools.

2.3

Network Architecture

ATMs connect to backend systems to authorize transactions and exchange data:

¢ Connectivity Methods: Historically, leased lines or dial-up connections were common. Today, IP-
based connections over the internet or private networks are prevalent.

e Security: Secure communication is typically established using Virtual Private Networks (VPNs) and
Transport Layer Security (TLS) encryption.

e Host Processors/Servers: ATMs communicate with a host processor or bank server, which acts as a
gateway to authorize transactions against customer accounts.

¢ Interbank Networks: Networks like PLUS and Cirrus enable customers to use ATMs outside their
own bank's network, facilitating international access.

¢ Payment Switches: Central systems within banks or processors that route transaction messages
(often using standards like ISO 8583) between ATMs, host systems, and core banking platforms.
These switches have become targets for sophisticated attacks like FASTCash.

2.4
Transaction Flow

A typical cash withdrawal involves several steps, highlighting data exchange points:

1. 1. Card Insertion & Authentication: User inserts card; reader captures magnetic stripe or chip data. User enters PIN via
keypad; PIN is encrypted.

2. 2. Transaction Request: User selects transaction type (e.g., withdrawal) and amount.

w

. 3. Host Communication: ATM sends encrypted transaction request (including card data, encrypted PIN, amount) to the
host processor/server via the network.

. 4. Authorization: Host processor routes request to the cardholder's bank. Bank verifies card, PIN, and available funds.
. 5. Host Response: Bank sends authorization (approval/denial) back to the host processor.
6. ATM Response: Host processor forwards the response to the originating ATM.

N oo A

. 7. Dispense/Denial: If approved, the ATM's processor commands the cash dispenser to release the specified amount. If
denied, a message is displayed.

8. 8. Receipt & Logging: ATM prints a receipt (optional) and logs the transaction details.

Deposits follow a similar flow but involve receiving and potentially validating cash/checks. All
transactions should be logged for auditing and security purposes.

2.5

Inherent Vulnerabilities
The ATM ecosystem possesses several inherent vulnerabilities:

¢ Commodity Hardware/Software: Using standard PC components and operating systems (like
Windows) makes ATMs susceptible to the same malware and exploits targeting general-purpose
computers, reducing the effectiveness of security through obscurity.

¢ Physical Accessibility: ATMs are often located in public or semi-public spaces, making them
physically accessible for tampering, device installation (skimmers, shimmers, black boxes), or
brute-force attacks. The service areas (top hat) are often less physically secure than the safe.

¢ Network Exposure: Connectivity to networks (especially the internet) exposes ATMs to network-
based attacks like MitM, sniffing, and DoS if security protocols (TLS, VPNs, firewalls) are weak or
misconfigured.
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e Complexity and Integration: The multi-component nature (hardware, OS, application, middleware,
network, backend) involving potentially multiple vendors creates numerous interfaces and
integration points that can harbor vulnerabilities. A weakness in any single component can
potentially compromise the entire system. For example, an unpatched OS vulnerability could allow
malware installation, which then exploits middleware like XFS to control the cash dispenser.
Similarly, weak physical locks can enable the connection of black box devices, bypassing software
security entirely. The security of the entire transaction chain relies on the integrity of each link.

e Standardization vs. Security: The drive for cost-efficiency and interoperability has led to the
adoption of standardized platforms (Windows/Linux) and protocols (TCP/IP, XFS). While beneficial
operationally, this standardization means attackers can leverage existing tools and knowledge from
the broader IT security domain. ATMs, once viewed primarily through a physical security lens
(protecting the safe), now require robust enterprise-grade cybersecurity measures, including
diligent patching, endpoint protection, network segmentation, and secure configuration
management, adding complexity and cost to their operation.

© William Friend / ATM Availability - Built 2026-09-04 Page 7 of 26



3

Physical Attack Vectors and Risks

Physical attacks target the tangible components of the ATM or its immediate environment. They
range from simple acts of vandalism to highly destructive attempts to breach the safe or steal the
entire machine.

3.1
Vandalism and Low-Level Tampering

¢ Description: These attacks involve causing superficial damage to the ATM or its surroundings.
Examples include spray-painting graffiti on the fascia, smashing the display screen, damaging the
keypad, or deliberately blocking the card or cash slots with foreign objects. These acts may be
opportunistic or, in some cases, represent attempts by criminals to test ATM sensor responses or
probe for weaknesses before launching a more serious attack. Vandalism is often categorized as a
non-specific physical attack.

¢ Risk Profile: The primary impact is operational disruption, requiring repairs and causing ATM
downtime. This results in direct costs for the operator and inconvenience for customers.
Reputational damage is typically minor unless incidents are frequent or widespread. However,
repeated vandalism can be an indicator of criminal reconnaissance. The risk level is generally Low
to Medium, depending on frequency and repair costs.

3.2
Device Manipulation (Data/Asset Theft)

This category involves fraudsters attaching or inserting devices onto or into the ATM to steal
cardholder data or trap cards/cash.

e Skimming: This remains a prevalent threat. Criminals affix counterfeit card reader overlays
(sometimes mimicking the ATM's design) or bezels to the card slot. These devices read and store
data from the card's magnetic stripe (Track 1 and/or Track 2) as it's inserted. Skimming is almost
always paired with a method to capture the PIN, typically using miniature pinhole cameras
concealed on or near the ATM (e.g., hidden in light fixtures, brochure holders, or fake panels) or
using fake keypad overlays that record keystrokes. The captured data (card track data + PIN) allows
criminals to create counterfeit ("cloned") cards and make unauthorized withdrawals or purchases.
Financial losses from skimming are estimated to exceed $1 billion annually.

¢ Deep-Insert Skimming: A more advanced form where ultra-thin skimming devices are inserted
deep into the card reader's throat. These are designed to bypass external anti-skimming sensors
and detection methods (like bezel tamper detection). They are virtually invisible to the user and
often difficult to detect even during physical inspection. Data is stored on the device and retrieved
later by the criminal.

e Shimming: Targets EMV chip cards, which were introduced to combat magnetic stripe skimming. A
very thin, flexible circuit board ("shim") containing a microprocessor and memory is inserted into
the card reader slot. It sits between the card's chip and the ATM's reader contacts, intercepting the
communication. While shimmers cannot typically clone the chip itself (due to dynamic transaction
data), they can capture sufficient card data (including card number, expiry date, potentially
cardholder name) and, when combined with PIN capture, allow criminals to create counterfeit
magnetic stripe cards if the issuing bank still permits magnetic stripe transactions (fallback). Shims
are extremely difficult to detect visually.
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e Card Trapping: Involves inserting a device (often a "Lebanese Loop" made of tape or plastic, or more
sophisticated mechanisms) into the card reader slot that physically prevents the card from being
ejected after the transaction. The fraudster often observes the PIN entry ("shoulder surfing") or
offers "help" to trick the user into re-entering the PIN. When the frustrated user leaves to seek
assistance, the criminal removes the trapping device and the captured card, using it immediately
with the stolen PIN. Some anti-trapping solutions aim to clamp the card inside the reader if trapping
is detected.

e Cash Trapping: Criminals insert a device -- such as a physical fork, a strip with adhesive, or a
custom-made mechanism -- into the cash dispenser slot. This device physically blocks or traps the
dispensed banknotes, preventing them from reaching the customer. The customer typically
assumes the ATM has malfunctioned and leaves. The fraudster returns later to remove the device
and the trapped cash.

¢ Risk Profile: These attacks pose significant risks. Skimming and shimming lead to widespread
customer data compromise, identity theft, substantial financial losses for both customers and
banks, and severe reputational damage. Card trapping results in direct card theft and subsequent
fraudulent withdrawals. Cash trapping causes direct cash loss for the ATM operator. All these
methods require physical access and device installation/retrieval, creating opportunities for
detection through inspection and monitoring. The risk level is generally High due to the prevalence,
potential for widespread impact (skimming/shimming), and direct financial losses.

3.3
Forcible Entry (Safe Breaching)

e Description: This involves direct physical attacks aimed at breaching the ATM's safe to access the
cash cassettes. Attackers use heavy-duty tools such as angle grinders, drills, thermal lances,
crowbars, or sledgehammers to cut through or pry open the safe door or body. These attacks often
require significant time and generate considerable noise, making them riskier for perpetrators in
monitored locations. Attackers may possess knowledge of specific ATM models to target known
weak points.

¢ Risk Profile: The primary risk is the loss of cash contained within the safe. Additionally, the attack
inevitably causes severe damage, often requiring complete ATM replacement. There is also potential
for collateral damage to the surrounding structure. Operational downtime is significant. The risk
level is High due to the potential for large cash loss and asset destruction.

3.4
Ram Raids and Rip-Outs

e Description: These are highly aggressive physical attacks using vehicles. In a ram raid, a vehicle
(often stolen trucks, construction vehicles like backhoes or forklifts) is driven directly into the ATM
installation to dislodge it or break it open. Rip-out or pull-out attacks typically involve attaching
heavy chains or hooks to the ATM and a powerful vehicle, then pulling the ATM away from its
mounting. Freestanding and drive-up ATMs are common targets. The stolen ATM is usually
transported to a secluded location to be broken open later. These attacks are often fast, sometimes
completed in minutes.

¢ Risk Profile: These attacks result in the total loss of the ATM unit and its cash contents. They cause
extensive collateral damage to the site (building, surrounding area). The high visibility of the attack
method can generate significant negative publicity. While the success rate in actually accessing the
cash might be lower than perceived, the destructive impact is always high. Operational downtime is
prolonged due to the need for site repair and ATM replacement. The risk level is High to Critical due
to the total asset loss and severe collateral damage.
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3.5
Explosive Attacks

e Description: Criminals use either flammable gas mixtures (commonly oxy-acetylene) or solid
explosives (such as dynamite, C4, gelignite, power gel) to breach the ATM safe. Gas is typically
introduced via a pipe fed through an accessible opening, often created by prying or drilling the
dispenser or deposit slot. Solid explosives might be placed using tools like a "pizza paddle" inserted
through similar openings. The explosive is then detonated, ideally blowing open the safe door. This
method has seen a noticeable increase globally since emerging around 2005.

¢ Risk Profile: Explosive attacks represent one of the most dangerous forms of ATM crime. They pose
a severe risk to public safety due to the unpredictable nature of explosions and potential for flying
debris. Collateral damage to the surrounding building and nearby properties can be extensive and
costly. The ATM itself is typically destroyed. While the attack aims to access cash, the explosion can
sometimes destroy the banknotes or trigger ink-staining systems, rendering the cash unusable. The
risk level is Critical due to the extreme physical danger, potential for massive collateral damage, and
significant financial and reputational impact.

The specific types and frequency of physical attacks can vary significantly based on geographic
location. Factors influencing these variations include the local availability of tools and materials (e.g.,
access to industrial explosives in mining areas), the types of vehicles commonly stolen and their
suitability for ram raids, the perceived effectiveness of law enforcement response (potentially
encouraging attacks in more rural or isolated areas), and even the perceived severity of legal penalties
for different types of crime (e.g., theft versus robbery classifications). Therefore, a nuanced risk
assessment must consider this local context rather than relying solely on global trends.

The trend towards more destructive physical attacks, particularly those involving explosives, carries
implications beyond immediate financial loss. The significant collateral damage and the inherent risk
to public safety may attract greater regulatory scrutiny. Landlords, particularly in residential or mixed-
use buildings, may become increasingly reluctant to host ATMs due to liability and safety concerns.
This could lead to stricter regulations regarding ATM placement, potentially requiring enhanced
physical security measures for certain locations, thereby increasing deployment costs and possibly
reducing the overall availability of ATM services in some communities.
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a4
Logical and Cybersecurity Attack Vectors and Risks

Logical and cybersecurity attacks target the ATM's software, data, network communications, or the
backend systems they connect to. These attacks often require technical expertise and can range
from installing malware directly onto the ATM to compromising the central banking infrastructure.

4.1
Malware-Based Attacks

¢ Description: This involves introducing malicious software (malware) onto the ATM's internal
computer (PC core). Installation typically requires physical access to the ATM's cabinet to use a USB
port or CD/DVD drive. Attackers may pose as technicians to gain access. In more sophisticated
scenarios, malware can be deployed remotely via compromised bank networks. Once installed, the
malware interacts with ATM hardware components, often leveraging standard middleware like XFS
or vendor-specific Application Programming Interfaces (APIs) to bypass normal transaction
controls.

e Jackpotting / Cash-Out: This is a primary goal of much ATM malware. Specific strains (e.g., Ploutus,
Tyupkin, Cutlet Maker, Alice, GreenDispenser) are designed to command the cash dispenser to eject
banknotes. Dispensing might be triggered by entering specific codes on the PIN pad, using a special
trigger card, or via remote commands sent over a network or via SMS to a connected mobile device.
These attacks often employ "money mules" -- individuals recruited to physically collect the
dispensed cash, sometimes unknowingly or with limited awareness of the illegality. Some malware,
like Tyupkin, may be programmed to operate only during specific times (e.g., nights or weekends) to
reduce detection risk.

e Data Theft (Software Skimming/Sniffing): Malware can also be designed to capture sensitive data.
It can intercept cardholder information (magnetic stripe data, potentially EMV chip data elements)
and PINs as they are processed by the ATM's card reader and EPP. This stolen data might be stored
locally on the ATM's hard drive for later physical retrieval or exfiltrated over the network connection
to the attackers.

¢ Risk Profile: Malware attacks pose a significant threat. Jackpotting can lead to the complete
emptying of cash cassettes, resulting in substantial direct financial loss. Data theft malware
compromises customer accounts, leading to fraud losses and severe reputational damage. The
availability of malware kits like Cutlet Maker on darknet forums lowers the technical barrier for
attackers, potentially increasing the frequency of such attacks. The risk level is generally High to
Critical, depending on the malware's capability and the scale of deployment.

4.2
Black Box Attacks

e Description: This is a type of logical attack that bypasses the ATM's main computer entirely.
Attackers gain physical access to the ATM's internal components, often by drilling holes in the fascia
or forcing open the top cabinet (top hat). They locate the cable connecting the PC core to the cash
dispenser and disconnect it. An external electronic device, known as a "black box" (which could be a
modified laptop, smartphone, single-board computer like Raspberry Pi, or custom hardware), is
then connected directly to the cash dispenser. This device sends native commands directly to the
dispenser, instructing it to eject cash. Since the ATM's PC core is bypassed, the attack circumvents
the operating system, application logic, security software (like whitelisting or antivirus), and the
need for transaction authorization from the host. Consequently, these attacks often leave minimal or
no trace in the ATM's software logs.
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¢ Risk Profile: Black box attacks present a high risk of rapid and substantial cash loss. Their ability to
bypass most software-based security controls makes them particularly dangerous. Detection relies
heavily on physical security measures (preventing access, detecting tampering) and potentially
monitoring dispenser activity directly or through backend reconciliation anomalies. The risk level is
High to Critical.

4.3
Network Attacks
These attacks exploit the ATM's connection to backend systems or the internet.

e Man-in-the-Middle (MitM) / Host Spoofing: The attacker positions themselves logically between the
ATM and its legitimate host server. This interception can be achieved through various means:
physically inserting a rogue device (like a Raspberry Pi with network interfaces) into the network
line within the ATM cabinet or at network junction points; exploiting network vulnerabilities using
techniques like ARP spoofing or DNS spoofing; compromising network equipment (routers,
switches); or using malware on the ATM or network to redirect traffic. Once intercepting traffic,
attackers can:

o Eavesdrop: Passively capture sensitive data transmitted between the ATM and host, such as
cardholder details, if not properly encrypted.

o Modify Transactions: Alter legitimate communication, for example, changing a "transaction
declined" response from the host into an "approved" response sent to the ATM, thereby authorizing a
fraudulent withdrawal.

o Impersonate Host (Spoofing): The attacker's device responds to the ATM's transaction requests as if
it were the legitimate host, authorizing withdrawals without any actual validation or debiting of an
account. This is often considered a form of jackpotting.

¢ Network Sniffing: Involves passively monitoring and capturing data packets traveling over the
network connected to the ATM. If the communication between the ATM and the host is unencrypted
or uses weak encryption, attackers can potentially extract sensitive information like card numbers,
PINs (if poorly handled), or ATM configuration details. The effectiveness of sniffing is directly
dependent on the implementation and strength of encryption protocols like TLS and the use of
VPNs.

¢ Denial of Service (DoS / DDoS): Aims to make the ATM or its supporting network infrastructure
unavailable to legitimate users. This is achieved by flooding the target (ATM's network interface,
bank's central servers, or ISP) with an overwhelming volume of malicious traffic. A Distributed DoS
(DDoS) attack uses multiple compromised systems (a botnet) to generate the attack traffic, making it
harder to block. While DoS/DDoS doesn't directly steal cash or data, it disrupts service, causing
operational losses and reputational damage. Attacks can be motivated by extortion (demanding
payment to stop the attack), activism, or as a diversionary tactic to distract security teams while
another attack (like data exfiltration or fraud) is underway. ATM networks can suffer outages even if
they are not the direct target, should the bank's central network or ISP be attacked.

¢ Risk Profile: Network attacks can lead to significant data theft, large-scale fraudulent withdrawals
(especially with host spoofing), and major service disruptions impacting customer access. A critical
concern is the potential for attackers to use a compromised ATM network connection as an entry
point for lateral movement into the broader banking network. The risk level ranges from Medium
(for basic DoS) to Critical (for successful host spoofing or network breaches enabling lateral
movement).
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4.4
Transaction Reversal Fraud (TRF)

¢ Description: TRF exploits the logical sequence of ATM operations and communication protocols
with the host system. The goal is to physically retrieve dispensed cash while tricking the system into
reversing the transaction, meaning the associated account is never debited. A common method
involves initiating a normal withdrawal. When the ATM ejects the card (often configured for 'card
before cash'), the criminal intentionally leaves the card in the slot or manipulates it (e.g., holding
onto it when the ATM attempts to capture it after a timeout) to induce a card reader fault or jam. The
ATM reports this error to the host. Crucially, if the host system's logic determines the transaction
failed (based on the card reader status) before confirming cash was actually dispensed, it may issue
areversal. The criminal must then quickly force open the dispenser shutter and grab the pre-staged
cash before the ATM retracts it into the reject bin. This attack requires precise timing and
knowledge of the specific ATM's operational flow and the host's reversal logic. Anonymous or stolen
cards are often used to obscure the perpetrator's identity.

e Risk Profile: TRF results in direct financial loss due to un-debited cash withdrawals. It exploits
specific vulnerabilities in the transaction state management between the ATM and the host. While
potentially less scalable than malware or backend attacks, it can be effective if the specific
conditions are met. The risk level is typically Medium to High, depending on the vulnerability of the
ATM model and host system logic.

4.5
Backend System Compromise

¢ Description: This represents one of the most severe threat vectors, targeting the central
infrastructure that manages ATM transactions, rather than individual ATMs. Attackers gain
unauthorized access to the bank's internal network, often through methods like spear phishing
targeting bank employees, or exploiting other network vulnerabilities. Once inside, they move
laterally to compromise critical backend systems, particularly payment switch application servers.
These servers handle the routing and authorization of transactions based on protocols like ISO
8583. The attackers deploy specialized malware (e.g., FASTCash) onto the compromised switch
server. This malware is designed to intercept incoming transaction requests associated with specific
payment cards controlled by the attackers. It then modifies the transaction flow: instead of
forwarding the request to the core banking system for validation, the malware generates a
fraudulent "approval" response and sends it back towards the ATM network. This occurs even if the
attackers' accounts have zero balance or are invalid. This effectively bypasses the bank's standard
validation checks and withdrawal limits. The result is an "unlimited cash-out" scenario, where
money mules, directed by the attackers, can simultaneously withdraw large sums of cash from
numerous ATMs across potentially many countries, using the pre-compromised card numbers.
These attacks have often targeted systems running older, unsupported versions of operating
systems like IBM AIX or, more recently, Linux.

¢ Risk Profile: Backend compromises represent a Critical risk. They can lead to catastrophic financial
losses within very short timeframes (reports mention tens of millions USD stolen in single
campaigns). These attacks circumvent security measures on individual ATMs and exploit
weaknesses in the core banking infrastructure. They demonstrate a high level of sophistication and
are often attributed to organized crime groups or state-sponsored actors like the Lazarus Group
(also known as Hidden Cobra). The systemic nature of the compromise poses a severe threat to the
targeted institution and potentially the wider financial network.
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4.6
Software/0S/Firmware Vulnerabilities Exploitation

¢ Description: This category encompasses attacks that leverage flaws in the various software layers
running on the ATM. This includes:

o Operating System Vulnerabilities: Exploiting known security holes in the underlying OS, particularly
older, unpatched versions like Windows XP or Windows 7, which may no longer receive security
updates from the vendor. Failure to apply patches for supported OS versions (like Windows 10/11 IoT)
also creates significant risk.

o Application Software Flaws: Vulnerabilities within the main ATM application software itself, which
could allow unauthorized actions or bypass of controls.

o Middleware Vulnerabilities: Exploiting weaknesses in middleware components like the XFS layer,
which provides standardized access to peripherals.

o Driver Vulnerabilities: Using insecure or vulnerable device drivers (potentially supplied by hardware
vendors) to gain elevated privileges (e.g., kernel access) on the system.

o Insecure Configurations: Exploiting weak configurations such as inadequate OS hardening (allowing
easy escape from kiosk mode), running unnecessary services, using default credentials, lack of
proper access controls, or misconfigured security software (e.g., ineffective Application
Control/Whitelisting).

o Direct Memory Access (DMA) Attacks: Exploiting physical hardware interfaces (like Thunderbolt or
PCle, if present and enabled) that allow direct access to system memory, bypassing OS-level security
controls.

These vulnerabilities can be exploited to gain initial access, escalate privileges, disable security
software, install malware (leading to jackpotting or data theft), manipulate peripherals directly, or
facilitate network attacks. * Risk Profile: Exploiting software vulnerabilities is often a crucial step in
enabling other logical attacks. The risk level varies depending on the specific vulnerability, but failure
to patch known critical vulnerabilities or maintain secure configurations represents a High risk, as it
leaves the ATM susceptible to a wide range of exploits. Zero-day vulnerabilities (previously unknown
flaws) pose a Critical risk, although they are typically harder for attackers to find and exploit.

The effectiveness of logical attacks is frequently predicated on overcoming physical security barriers.
Many prominent logical attack methods, such as malware installation via USB or the connection of
black box devices, necessitate physical access to the ATM's internal components, usually within the
less-protected upper cabinet or 'top hat'. If physical security is weak -- employing standard locks for
which keys are easily obtainable or using cabinets that can be easily forced open -- it significantly
lowers the barrier for initiating these potent logical attacks. This interdependence underscores that
logical security controls, such as OS hardening or network encryption, can be rendered ineffective if an
attacker can trivially gain physical access to the machine's internals. A holistic security posture must
therefore address both physical and logical vulnerabilities concurrently.

Furthermore, the trend towards standardization in ATM platforms, while offering operational benefits,
inadvertently creates broader vulnerabilities. The use of common operating systems like Windows or
Linux and standardized middleware like XFS or frameworks like KAL Kalignite means that malware or
an exploit developed for one system can potentially compromise ATMs from multiple different
manufacturers. This contrasts with older, more proprietary systems where an attack might have been
vendor-specific. This standardization allows attackers to scale their operations more effectively,
increasing the potential impact of a single successful malware campaign or vulnerability discovery
across a diverse ATM fleet. The cost savings and interoperability gains from standardization must be
weighed against this increased systemic cyber risk.
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5

Risk Management Framework for ATM Security

5.

A structured risk management framework is essential for financial institutions and ATM operators
to systematically identify, assess, and prioritize the diverse threats targeting ATMs. This framework
should enable informed decision-making regarding the allocation of security resources and the
implementation of appropriate mitigation strategies.

1

Defining Risk Levels

A common approach involves using a risk matrix that assesses threats based on two key dimensions:
Likelihood and Impact.

¢ Likelihood: This represents the probability or frequency with which a specific type of attack is
expected to occur. Factors influencing likelihood include:

o

Attacker Motivation and Capability: Is the attack driven by financial gain, disruption, or espionage?
Does it require high technical skill and resources (e.g., backend compromise) or relatively low skill
(e.g., basic vandalism, using off-the-shelf malware kits)?

Vulnerability Prevalence: How widespread are the vulnerabilities exploited by the attack (e.g.,
number of ATMs running unpatched OS, common physical lock types)?

Ease of Access: How easy is it to gain the necessary physical or logical access to execute the attack?
(e.g., remote vs. onsite, public vs. secure location).

Historical Frequency: How often has this type of attack been observed globally or, more importantly,
regionally?

Impact: This represents the severity of the consequences should the attack succeed. Impact
categories include:

o

Direct Financial Loss: Cash stolen from the ATM (jackpotting, cash trapping, physical breach) or
fraudulent withdrawals resulting from data compromise.

Customer Data Compromise: Theft of sensitive cardholder data (PAN, track data) and PINs, leading to
identity theft and financial loss for customers.

Service Availability: Disruption of ATM services due to damage, malware infection, or DoS attacks,
impacting customer access to funds.

Reputational Damage: Erosion of customer trust and confidence in the institution's security.
Compliance Penalties: Fines or sanctions resulting from non-compliance with regulations like PCI
DSS following a breach.

Collateral Damage: Physical damage to surrounding property or risk to public safety, particularly
from explosive or ram raid attacks.

Based on the assessment of Likelihood and Impact (often using qualitative scales like Low, Medium,
High), an overall Risk Level can be determined for each attack type. Common risk levels include:

Low: Attacks with low likelihood and low impact. Generally acceptable risk, requiring minimal
specific controls beyond standard security practices.

Medium: Attacks with a combination of low/medium likelihood and medium/low impact. Require
monitoring and standard controls.

High: Attacks with high likelihood and/or significant impact. Require robust, specific mitigation
controls and active monitoring.

Critical: Attacks with high likelihood and severe impact, or lower likelihood but potentially
catastrophic impact. Require immediate attention, strongest possible controls, and potentially risk
avoidance strategies.
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5.2
Mapping Attacks to Risk Levels

The following table provides an illustrative mapping of common ATM attacks to potential risk levels.
Note that the specific Likelihood and resulting Risk Level for any given institution will depend on its
unique environment, location, deployed controls, and the current threat landscape.

Table 1: Illustrative ATM Attack Risk Matrix

Attack Type Primary Potential Impact Categories Estimated Estimated Overall
yp Vector P g Likelihood Severity Risk Level
Vandalism (Minor) Physical Service Disruption, Minor Financial Medium- Minor Low -
Access (Repairs) High Medium
Skimming (Overlay + PIN  Physical Customer Data Loss, Moderate High Major High
Capture) Access Financial (Fraud), Reputational
Damage
Skimming (Deep-Insert Physical Customer Data Loss, Moderate Medium Major High
+ PIN) Access Financial (Fraud), Reputational
Damage
Shimming (EMV + PIN Physical Customer Data Loss, Moderate Medium Major High
Capture) Access Financial (Fallback Fraud),
Reputational Damage
Card Trapping Physical Customer Data Loss (Single Card), Medium Moderate Medium
Access Minor Financial (Fraud)
Cash Trapping Physical Minor Financial (Trapped Cash), Medium Moderate Medium
Access Service Disruption
Forcible Entry (Tool- Physical Major Financial (Cash Loss), Service Low- Major Medium -
based) Access Disruption (ATM Destroyed) Medium High
Ram Raid / Rip-Out Physical Major Financial (Cash + ATM Loss), Low- Critical High
Access Service Disruption, Collateral Medium
Damage, Reputational Damage
Explosive Attack Physical Major Financial (Cash Loss?), Service Low- Critical High -
(Gas/Solid) Access Disruption (ATM Destroyed), Physical Medium Critical
Danger/Collateral Damage,
Reputational Damage
Malware Jackpotting Logical Major Financial (Cash Loss), Service Medium Critical High
(Physical) Access Disruption, Reputational Damage
Black Box Attack Logical Major Financial (Cash Loss), Service Medium Critical High
Access Disruption
MitM (Network Data Network Customer Data Loss, Reputational Medium Major High
Theft) Damage
MitM (Host Network Major Financial (Cash Loss), Service Low- Critical High
Spoofing/Jackpotting) Disruption, Reputational Damage Medium
DoS/DDoS Attack Network Service Disruption, Reputational Medium Moderate Medium
Damage, Minor Financial (Operational
Cost)
Transaction Reversal Logical Moderate Financial (Cash Loss) Low- Moderate Medium
Fraud (TRF) Access Medium
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Primary Estimated Estimated Overall

Attack Type Potential Impact Categories

Vector Likelihood Severity Risk Level
Backend Compromise Backend Systemic Financial (Massive Loss), Low Critical Critical
(e.g., FASTCash) System Reputational Damage
0OS/Software Exploit Logical Enables other attacks (Malware, High Major High
(Unpatched) Access MitM), Potential Data Loss

This matrix provides a structured overview, consolidating diverse attacks into a comparable format. It
aids in prioritizing mitigation efforts by highlighting threats with the highest potential impact
(financial, reputational, operational) and likelihood. This framework supports data-driven security
investment decisions and facilitates clear communication of complex risks to stakeholders, directly
addressing the need for a structured risk management approach.

It is crucial to recognize that the risk level associated with a specific attack vector is not static. It is
heavily influenced by the strength and effectiveness of existing security controls across different
layers. For example, malware requiring physical USB access poses a significantly lower practical risk if
the ATM cabinet has robust physical locks, alarms, and access controls that prevent unauthorized
entry. Conversely, the same malware attack becomes a much higher risk if physical access is easily
achieved due to weak locks or poor monitoring. Similarly, network-based attacks like MitM are less
likely to succeed if strong TLS encryption with proper certificate validation and network segmentation
are implemented. This demonstrates the interconnectedness of risks and controls: a weakness in one
security domain (e.g., physical) directly increases the likelihood and potential impact of attacks
exploiting that weakness in another domain (e.g., logical). Risk assessment must therefore consider the
effectiveness of the entire security posture, not just the theoretical potential of an attack method in
isolation.

Furthermore, while it is tempting to focus resources primarily on mitigating "Critical" risk events like
sophisticated backend compromises (e.g., FASTCash), which have catastrophic potential but may be
less frequent and require advanced adversaries, neglecting persistent "Medium" or "High" risk threats
can be detrimental. Attacks like card skimming, while having a lower financial impact per incident
compared to large-scale jackpotting, occur with much greater frequency and directly affect a large
number of customers, leading to significant cumulative financial losses and substantial erosion of trust
over time. A balanced risk management strategy must therefore allocate resources across the entire
risk spectrum, addressing both high-impact/low-likelihood events and high-likelihood/moderate-
impact events to maintain overall security and customer confidence.
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6

Mitigation Strategies and Best Practices

Effective ATM security relies on a defense-in-depth strategy, layering multiple controls across
physical, logical, network, and procedural domains. No single solution can prevent all attacks;
instead, the goal is to create overlapping layers of defense that detect, delay, deter, and respond to
threats.

6.1

Physical Security Controls

These measures aim to protect the ATM hardware and its immediate environment from physical access
and attack.

Site Selection and Environmental Design: Placing ATMs in well-lit, high-traffic areas under clear
surveillance enhances natural deterrence and aids detection. Avoid locations with poor visibility or
obstructions like dense shrubbery. For ram raid prevention, installing physical barriers like
reinforced bollards or gates can be effective. Robust anchoring systems are crucial to prevent rip-
outs.

ATM Hardware Hardening: Utilizing ATMs with certified high-security safes (e.g., CEN grades)
provides resistance against forcible entry. Reinforcing the ATM casing makes drilling or cutting
attacks more difficult. Upgrading standard cabinet locks to more robust, potentially unique or
electronically controlled locks, and implementing strict key management policies, is vital to prevent
unauthorized access to the service areas (top hat). Alarms triggered by opening the top hat or
detecting vibration/tilt can provide early warning of tampering or attack. Specialized fascia
protection systems can detect drilling attempts associated with black box attacks. For explosive
threats, gas detection sensors can trigger alerts or neutralization systems that render the gas inert.
Cash Protection Mechanisms: Intelligent Banknote Neutralization Systems (IBNS) use ink or dye to
permanently stain banknotes if an attack (e.g., safe breach, explosive attack, unauthorized cassette
removal) is detected, rendering the cash unusable and traceable. Glue-based systems that bond
notes together upon attack are another alternative. Limiting the amount of cash held in ATMs,
particularly in high-risk locations, can reduce the potential loss from a successful attack.
Surveillance: High-resolution CCTV cameras should provide clear coverage of the ATM interface,
the user, and the surrounding area. Cameras should be protected against tampering, potentially with
built-in tamper detection features. Live monitoring can enable faster response.

Access Control: For vestibule ATMs, secure access controls should be implemented. Strict
procedures for technician and cash-in-transit (CIT) personnel access, including potential use of
multi-factor authentication (MFA) or one-time codes, are necessary. Robust key management is
essential.

Operational Procedures: Regular, documented physical inspections of ATMs by branch staff or
service technicians are critical for detecting signs of tampering, such as skimming devices,
shimmers, card/cash trapping mechanisms, unusual attachments, glue residue, or physical damage.
Inspections should be frequent, potentially multiple times daily in high-risk areas.

6.2

Logical/Cybersecurity Controls

These measures protect the ATM's software, data, and network communications from logical attacks
and cyber threats.

© William Friend / ATM Availability - Built 2026-09-04 Page 18 of 26



e Software Integrity and Patching: Maintaining an up-to-date software stack is paramount. This
includes promptly applying security patches for the operating system, ATM application software,
middleware, and any security tools. Migrating ATMs away from unsupported operating systems like
Windows XP or 7 to currently supported versions (e.g., Windows 10/11 IoT Enterprise LTSC) is
critical to avoid exposure to known, unpatched vulnerabilities. Secure software development
lifecycle practices should be followed for custom ATM applications. File integrity monitoring can
help detect unauthorized changes.

¢ Endpoint Protection: Deploying robust endpoint security solutions tailored for the ATM
environment is essential. This includes next-generation antivirus/anti-malware protection,
potentially utilizing Al-driven threat detection. Endpoint Detection and Response (EDR) tools can
provide enhanced visibility and response capabilities.

¢ Application Control (Whitelisting): Implementing application control or whitelisting technologies
restricts software execution to only pre-approved, legitimate applications and processes necessary
for ATM operation. This is a highly effective defense against malware execution. Tools like Microsoft
AppLocker can be utilized. Whitelists must be carefully managed and kept up-to-date.

e Operating System Hardening: The ATM's operating system should be rigorously hardened. This
involves disabling all unnecessary services, ports, and features; configuring strict user privileges
(least privilege principle); implementing strong password policies; preventing unauthorized access
to the OS desktop or command line (kiosk mode hardening); and configuring security settings
according to industry best practices (e.g., CIS benchmarks, DISA STIGs). Secure Boot mechanisms
(like UEFI Secure Boot) help ensure the integrity of the boot process against rootkits or bootloader
malware. Setting strong BIOS/UEFI passwords prevents unauthorized configuration changes.

e Data Encryption: Encrypting sensitive data is critical. Full Disk Encryption (FDE) should be applied
to the ATM's hard drive to protect data at rest, preventing offline access or modification if the drive is
stolen or tampered with. PINs must be encrypted end-to-end, from the EPP to the authorizing host,
using strong algorithms (e.g., Triple DES, AES) and secure key management practices involving
Hardware Security Modules (HSMs). Data transmitted over networks must also be encrypted (see
Network Security).

¢ Network Security: Securing the communication channel between the ATM and the host is vital.
Implementing strong Transport Layer Security (TLS, preferably version 1.2 or higher) with mutual
certificate validation is essential to prevent eavesdropping and MitM attacks. VPNs provide an
additional layer of network security. Network segmentation should be employed to isolate the ATM
network from other corporate or public networks, limiting the potential for lateral movement.
Firewalls should be configured at the network edge and potentially on the ATM itself to restrict
traffic to only necessary protocols and destinations. Network access controls like MAC address
filtering or binding can help prevent unauthorized devices from connecting. Implementing Message
Authentication Codes (MACing) on transaction messages helps ensure data integrity and detect
tampering.

e Peripheral Security: Physical ports on the ATM, especially USB ports, should be disabled if not
required for operation. Device control software or OS policies should be used to prevent the
connection and use of unauthorized peripherals (e.g., keyboards, storage devices, network adapters).
Communication between the ATM's PC core and critical peripherals like the cash dispenser and EPP
should be authenticated and encrypted where possible to prevent black box attacks and tampering.
Techniques like unique image bonding or high-level dispenser settings can help prevent
unauthorized dispenser activation.

e Access Management: Implementing strong authentication methods, including Multi-Factor
Authentication (MFA), for technicians, administrators, and any remote access is crucial. Role-Based
Access Control (RBAC) should limit user permissions to the minimum necessary for their job
function. Default passwords must be changed, and strong password policies enforced.
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6.3

Data Protection Techniques (Cardholder Data)

These controls focus specifically on preventing the theft of payment card data and PINs at the ATM
interface.

Anti-Skimming/Shimming Hardware: A variety of specialized hardware solutions exist to combat

skimming and shimming:

o Detection/Jamming: Devices installed around or within the card reader that detect the presence of
foreign objects (metal detection), generate electromagnetic interference (jamming) to disrupt
skimmer operation, or use sensors to detect physical tampering or overlays.

o Physical Obstruction: Precisely engineered card reader bezels or inserts (Fascia Security Inserts -
FSIs) that make it physically difficult or impossible to attach overlay skimmers or insert deep-insert
skimmers/shimmers. Card Protection Plates fill internal space in readers.

o Card Handling: Techniques like "jitter" motion during card insertion distort the magnetic stripe
reading for potential skimmers. Tamper-Resistant Card Readers (TRCRs) incorporate multiple
detection and protection features.

o Vendor Solutions: Numerous vendors offer specialized anti-skimming/shimming kits and
components (e.g., NCR SPS, TMD Security, Cennox, BVK Technology, EBRAX, BS/2).

EMV Chip Implementation: Migrating fully to EMV chip transactions significantly reduces the value
of stolen magnetic stripe data, as chip data is dynamic and harder to clone for fraudulent chip
transactions. However, risks remain if magnetic stripe fallback transactions are permitted, or
through shimming attacks capturing data that might be used for magstripe cloning. Verifying that
the dynamic card verification code (iCVC/dCVV) on the chip differs from the static CVV on the
magnetic stripe is an important control.

Contactless and Cardless Transactions: Promoting and enabling contactless (NFC) card payments
or mobile wallet transactions (e.g., Apple Pay, Google Wallet) at ATMs eliminates the need to insert a
physical card, thereby bypassing the risks of skimming, shimming, and card trapping entirely.

PIN Security: Physically shielding the keypad with one's hand during PIN entry remains a basic but
effective defense against hidden cameras. Using certified Encrypting PIN Pads (EPPs) ensures PINs
are encrypted immediately upon entry. Secure protocols must protect the encrypted PIN throughout
its transmission to the authorizing host.

6.4

Compliance and Standards

Adherence to industry standards provides a baseline for security and is often mandatory.

PCI DSS (Payment Card Industry Data Security Standard): This is a global standard applicable to all
entities that store, process, or transmit cardholder data, including ATM operators. Key requirements
relevant to ATMs include securing network architecture (firewalls, segmentation), encrypting
cardholder data (at rest and in transit), protecting systems against malware (patching, antivirus),
implementing strong access control measures, restricting physical access, and regularly monitoring
and testing security systems. Specific PCI standards also cover PIN Transaction Security (PCI PTS
POI for devices like EPPs, PCI PIN Security for processes).

TR-31 / TR-34: These are technical requirements within the PCI framework related to the secure
management and transmission of cryptographic keys, particularly PIN encryption keys, between
host systems and ATMs. Compliance often requires significant hardware (EPP) and
software/firmware updates on ATMs, with mandated deadlines (e.g., TR-31 Phase 3 deadline of Jan
1, 2025). Non-compliance can result in ATMs being unable to process transactions.
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Other Relevant Standards and Guidelines: Organizations may also reference guidelines from NIST
(National Institute of Standards and Technology), EAST (European Association for Secure
Transactions), vendor security best practices, and local banking regulations.

6.5

Monitoring, Auditing, and Incident Response

Proactive detection and response are crucial components of ATM security.

Real-Time Monitoring: Implementing systems to continuously monitor ATM activity for signs of

attack or compromise. This includes:

o Transaction Monitoring: Analyzing transaction patterns for anomalies like unusually high
withdrawal amounts, excessive frequency from a single card or ATM, rapid maximum withdrawals,
balance inquiries followed immediately by withdrawals, or spikes in fallback transactions.

o ATM Status Monitoring: Tracking ATM health, including unexpected reboots, prolonged outages,
communication losses, sensor alerts (vibration, door open, tamper detection), and cash levels.

o Network Monitoring: Analyzing network traffic for suspicious patterns, unauthorized connection
attempts, or signs of MitM activity.

o Physical Security Monitoring: Monitoring CCTV feeds (potentially with analytics for loitering
detection), alarm systems, and access logs. Security Information and Event Management (SIEM)
systems can correlate data from multiple sources.

Logging and Auditing: Maintaining detailed logs of all ATM transactions, system events, security
alerts, and access attempts is essential for forensic analysis and investigation. Logs should be
protected from tampering and reviewed regularly. Periodic security audits, vulnerability
assessments, and penetration tests should be conducted to validate control effectiveness.
Incident Response Plan: Having a well-defined and tested incident response plan is critical. This
plan should outline steps for identifying an attack, containing the damage, eradicating the threat,
recovering normal operations, performing post-incident analysis, and coordinating with internal
stakeholders, law enforcement, and regulatory bodies.

Information Sharing: Actively participating in industry information sharing groups (like EAST) and
maintaining relationships with law enforcement and security vendors facilitates awareness of
emerging threats and attack techniques.

Customer Education: Educating ATM users about safe practices (e.g., shielding PIN entry, being
aware of surroundings), how to identify potential signs of tampering (loose parts, suspicious
devices), and how to report problems or suspicious activity is a valuable layer of defense.

6.6

Mitigation Techniques Matrix

The following table summarizes key mitigation techniques and maps them to the types of attacks they
primarily address, illustrating the layered security concept. Effectiveness ('High', 'Medium/, 'Low’) is
indicative and depends on proper implementation.

Table 2: ATM Mitigation Techniques Matrix
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Physical Controls
Strategic Site Physical M M M M M M M M M M - - - - -
Selection/Lighting
Bollards/Barriers Physical L - - - - L H L - - - - - - -
High-Security Safe/Casing ~ Physical M - - - - H M M - - - - - - -
Upgraded Locks/Key Physical L M M M M M L L H H L - - - M
Management
Top Hat/Vibration/Tamper  Physical H H H H H H H H H H H - L - H
Alarms
Gas Physical - - - - - - - H - - - - - - -
Detection/Neutralization
IBNS (Ink/Dye Staining) Physical - - - - - H H H M M - - - - -
CCTV Surveillance & Physical M H H H H H H H H H M L M - M
Monitoring
Regular Physical Physical H H H H H L L L L L L - L - L
Inspections
Logical/Cyber Controls
OS/Application Patching Logical - - - - - - - - H L M L L M H
Endpoint Protection Logical - L L - - - - - H L H L L M H
(AV/EDR)
Application Whitelisting Logical - - - - - - - - H L M - - - H
OS Hardening/Secure Boot Logical - - - - - - - - H M M - - - H
Full Disk Encryption (FDE) Logical - L L - - L L L M L L - - - M
TLS 1.2+ Encryption Network - - - - - - - - L L H L L M L
(Network)
Network Network - - - - - - - - M L H M L H M
Segmentation/Firewall
Peripheral Control (USB Logical - - - - - - - - H M L - - - H
Disable etc.)
Secure Peripheral Logical - - - - - - - - M H L - - - L
Communication
Strong Access Control/MFA  Logical L M M M M M L L H H H - M H H
Data Protection Controls
Anti-Skimming Hardware Physical - H L - - - - - - - - - - - -
(Overlay)
Anti-Skimming Hardware Physical - H M - - - - - - - - - - - -
(Deep-Insert)
Anti-Shimming Hardware Physical - L H - - - - - - - - - - -
EMV Chip Implementation Logical - H M - - - - - - - - - - - -
(No Fallback)
Contactless/Cardless Logical - H H H - - - - - - - - - - -
Transactions
EPP & PIN Encryption Logical - H H - - - - - - - H - - - -
Process Controls
PCIDSS/TR-31 Process M H H M M M M M H H H M H H H
Compliance
Real-Time Transaction Process L M M M H L L L H H H L H H M

Monitoring
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Security Audits/Pen Testing Process L M M L L M M M H H H L M H H

Incident Response Plan Process H H H H H H H H H H H H H H H

Customer/Staff Education & Process M H H H H L L L L L M L L M L

Awareness

H high - M medium - L low - - not applicable

This matrix clearly links specific controls to the threats identified earlier. It visually represents the
layered security approach, showing how multiple controls contribute to mitigating complex threats like
malware or MitM attacks. This can aid institutions in performing gap analyses against their current
posture and planning strategic security investments, prioritizing controls that address multiple high-
risk threats or offer broad protection. It also provides a framework for evaluating the claimed
effectiveness of vendor solutions against the known threat landscape.

Implementing these mitigation strategies effectively requires sustained commitment and resources.
Many controls are not static installations but demand ongoing processes: regular software patching,
frequent physical inspections, continuous security monitoring, periodic compliance audits and
recertifications. This underscores that ATM security is a continuous operational responsibility,
necessitating dedicated personnel, budget, and management oversight, rather than a one-off project.

Furthermore, the success of technical controls often hinges on human factors and procedural rigor.
Advanced anti-skimming technology might fail to prevent an attack if technicians are not adequately
trained to perform thorough inspections or recognize subtle signs of tampering. Strong encryption
protocols can be undermined by weak key management practices or insecure implementation.
Employee awareness training regarding phishing and social engineering is critical to prevent initial
network compromises that could lead to devastating backend attacks. Therefore, a truly robust ATM
security program must seamlessly integrate technology, well-defined processes, and vigilant, well-
trained personnel.
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7
Conclusion

The security of Automated Teller Machines is a complex and dynamic challenge, facing threats that
span the physical, logical, and cybersecurity domains. While traditional physical attacks like ram raids
and explosive assaults remain a concern due to their destructive potential and risk to public safety, the
threat landscape is increasingly dominated by sophisticated logical and network-based attacks.
Malware designed for jackpotting, black box devices that bypass ATM software, Man-in-the-Middle
network interceptions, and devastating compromises of backend payment switches represent
significant and evolving risks to financial institutions and their customers.

Addressing these multifaceted threats demands a comprehensive, multi-layered security strategy.
Relying solely on physical hardening of the safe or basic network security is insufficient. Effective
protection requires integrating robust physical security measures (secure enclosures, locks, alarms,
surveillance, IBNS) with strong cybersecurity controls (OS hardening, patching, application
whitelisting, endpoint protection, full disk encryption, secure network protocols like TLS 1.2+, network
segmentation) and specific data protection techniques (anti-skimming/shimming hardware, EMV
implementation, PIN security). No single countermeasure is infallible; resilience is built through the
combined effect of multiple, overlapping defenses.

Maintaining ATM security is not a static endeavor but a continuous process requiring ongoing
vigilance, investment, and adaptation. Regular risk assessments, prompt patching of vulnerabilities,
adherence to evolving industry standards like PCI DSS, continuous monitoring for anomalies, rigorous
physical inspections, and robust incident response capabilities are all essential components of an
effective security program. Furthermore, collaboration and information sharing within the industry
and with law enforcement are vital for staying abreast of emerging threats and criminal tactics.

Ultimately, securing the ATM channel requires a proactive and holistic approach. Financial institutions
must recognize ATMs not just as cash dispensers but as critical network endpoints requiring
enterprise-grade security. By investing in layered defenses, maintaining diligent operational practices,
fostering security awareness among staff and customers, and continuously adapting to the ingenuity of
attackers, organizations can effectively mitigate the risks and maintain the trust essential for this vital
banking channel.
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Further Reading

The documents below are the primary records behind the analysis in this paper: standards, law
enforcement and regulator publications, published incidence data, and vendor research where the
vendor investigated its own installed base. They are listed to be read, not to be counted.

Standards and specifications

PCI Security Standards Council. Information Supplement: ATM Security Guidelines. 2013.
https://listings.pcisecuritystandards.org/documents/ATM_Security_Guidelines_Info_Supplement.pdf
PCI Security Standards Council. Payment Card Industry Data Security Standard v4.0.1. 2024.
https://www.pcisecuritystandards.org/document_library/

PCI Security Standards Council. FAQ: What are the expiry dates for PTS POI device approvals? 2025.
https://www.pcisecuritystandards.org/faq/

CEN (European Committee for Standardization). CWA 16926-1:2020 — XFS Release 3.40, Part 1: API/SPI
Programmer’s Reference. 2020. https://www.cencenelec.eu/

NIST. SP 800-30 Rev. 1: Guide for Conducting Risk Assessments. 2012.
https://csre.nist.gov/pubs/sp/800/30/r1/final

NIST. SP 800-131A Rev. 2: Transitioning the Use of Cryptographic Algorithms and Key Lengths. 2019.
https://csrc.nist.gov/pubs/sp/800/131/a/r2/final

IETF. RFC 8996: Deprecating TLS 1.0 and TLS 1.1. 2021. https://www.rfc-editor.org/rfc/rfc8996.txt

Law enforcement and agency reporting

Europol / EUCPN. Preventing Physical ATM Attacks: Developing an Effective Approach. 2019.
https://www.europol.europa.eu/publications-events/publications

Europol EC3 / Trend Micro Forward-Looking Threat Research. Cashing in on ATM Malware: A
Comprehensive Look at Various Attack Types. 2017. https://www.europol.europa.eu/publications-
events/publications

US-CERT / DHS, Treasury, FBI. Alert TA18-275A: HIDDEN COBRA — FASTCash Campaign. 2018.
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